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Abstract: 

Cloud computing is an advance raising technology. Storage and retrieval of data is an issue in this world. An efficient solution for 

easiest and fastest storage and retrieval of data is cloud computing. Sharing of data between mult iple users can be achieved 

through the wide booming technology known as cloud computing. The shared data can be accessed by the group members of the 

cloud. Unfortunately, this method is untrusted hence that the cloud is mentioned as untrusted cloud.  In  such  a  scenario  privacy  

and  the  security  to  the  shared  data  among  the group members of the cloud  becomes a challenging issue. In this research 

paper the data sharing can be efficiently achieved in the untrusted cloud. At the same time Group Signature Verification and 

encryption techniques can be used by the cloud user to secretly share the data with the other user. It introduces a trusted third 

party as a group manager to activate and deactivate a new user and to reveal the real identity of the user in case of any dis pute. 
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I. INTRODUCTION 

 

Cloud  computing  makes  the  usage  of  computer  resources  

that  delivers  the  services over the network. I.e. Internet. The 

resources can either be hardware or software. The cloud can 

be typically illustrated in the below figure.  

  
Figure.1. cloud computing structure  

Hardware and software resources are managed as the third 

party services on the network. The services  provide  the  

accesses  to  the  progressive  applications  and  end  networks  

of  servers The cloud can be used in the network diagram in 

order to depict the internet. 

 
Figure.2. Network Diagram 

 

As per the topology, the cloud computing is composed of 

the following elements:  

Clients: Clients in the cloud computing consists of the normal 

desktops, laptops and smart phones. Clients  are  the  ones  

that  manage  the  informat ion  of  the  group  users  on  top  of  

the  cloud. 

Clients are of three types 

• Mobile devices:  Theses includes smartphones with different 

OS like Windows, android. These may also be iPhone. 

• Thin clients:  The systems that don’t have hard drives but 

still provides the servers in order to accomplish all works and 

provide the results are known as Thin Clients. 

•  Thick  clients:  These  are  the  regular  computers  that  use  

the  web  browsers  like  Firefox, google chrome, Internet 

Explorer etc. in order to connect to the cloud. Among all these 

client categories thin clients are more popular and increasing 

its marketing because of their price and effect ive and 

comfortable environment. The usage of thin clients provides 

the following benefits . 

Lower hardware costs:   when compared to thick clients the 

thin clients are much cheaper due to the reason they doesn’t 

contain more complicated hardware components. 

•  Lower  IT  costs:  Servers  manages  the  thin  clients  and  

there  will  be  very  less  point  of failures.  

• Security:  Due to the reason of absence in the hard drive and 

the processing takes place in the server end, there are very less 

chances of malware that results in invading the devices. 

Because of thin clients need severs to works there is a less 

chance being physically stolen. In case stolen they can be 

tracked using various methodologies. 

• Data security: There is a less chance for data loss in case of 

client computer crashes or stolen because that the data will be 

present in the server. 

•  Less  power  consumption: When  compared  to  thick  

clients  thin  clients  consume  less power.  

• Rep lacement and repair manageable: if there is a chance in 

the discharge of the thin client then the replacement will be 

very easy.  After replacement it appears exactly similar as it 

was before the failure. 

 

Datacenter: Data center is a set of servers on which the 

applications resides. These applications can be subscribed.  In  

the  present  situation  of  IT  everything  is  virtualizing 

includes  the  servers  as well. The virtualization can be 

explained as - software can be installed on one server and then  
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Allowing the multiple instances of virtual servers that can use 

the same. By this methodology, multiple virtual servers can be 

allowed to run on the physical server. 

Distributed Servers: In reality many servers are not present in 

the same geographical location. Instead of in the same location 

presence these will be randomly scattered. But the subscribers 

of the cloud will access the servers and pretend as they are 

running in the same location of them. This gives more 

flexib ility to the service provides in terms  of options as well as 

security. For occurrence, Amazon provides the cloud 

applications globally.  If something goes down in the one 

server which results in the failure will not lead to the complete 

unavailability of the current service because the service will 

still be present in the other server through which you can 

access the service application.  This type of system provides 

more availability of the services in case of the server down 

time. If the cloud needs more hardware they can still scale up 

the resources by adding them to the site and will link the site 

to be a part of the cloud. In this manner the scalability is 

achieved. 

 

II. THEORITICAL ANALYS IS  

 

SCOPE OF THE PROJECT 

 

The need of secure and privacy preserving data sharing among 

the users of the cloud and the group members. The analysis is 

required to depict the efficiency of the encryption algorithm.  

The main objective is to achieve the secure data sharing. 

 

EXIS TING S YSTEM AND ITS LIMITATION 

 

In  order  to  ach ieve  the  privacy  for  the  data  files  that  are  

stored  in  the  cloud,   the  primary methodology used for this 

is the encryption process. Encryption of the data files that need 

to be uploaded to the cloud.  Unluckily, design for system of 

efficient data exchange and insurance collections in the cloud 

is not considered as a simple task. For the purpose of the 

authentication the owners of the existing data files which are 

stored in the encrypted format are not trust worthy and hence 

the distribution of the decryption key is done among on  the 

authorized users. This is how the data can be protected against 

the unauthorized, unauthenticated users. Even the storage 

servers can also be cheated by hiding. The  data  can’t  be  

read  from the storage  servers  because  of  their  limited  

knowledge regarding the key which is used for decryption.  In  

the user participation and as well as the revocation in  these  

strategies  the  complexity  are  increasing  linearly  with  the   

amount of owners of the data and even considering the number 

of revoked users. 

 

LIMITATIONS OF EXIS TING US ER 

 

While considering the existing systems the most important 

factor are the privacy and even its considered as a difficu lt 

obstacle in order to widespread deployment of the cloud 

computing. Without ensuring that the data is kept private the 

users of the cloud will not be willing to share their information 

in the cloud due to the major reason of their identities. The 

user may have the thinking that the identities can be revealed 

to the cloud providers and the attackers .  Hence the privacy 

becomes an important factor.  It can be even treated as 

unconditional privacy abuse.  For  example,  a  personal  

ported  evil  can  play  away  with  others  data  in  the cloud 

group by replacing them with the fake file . This can even be 

not traced.  

 The group manager will alone be having the 

permission to store or modify the data in the cloud.  

 If the revocation of the users is not addressed will 

create a difficult issue of securing the data sharing in case of 

membership changes. 

 

PROPOS ED S YSTEM 

 

In the proposed system, the owners of the data in the cloud can 

share the data in the secure manner and the exchange of data 

also can be achieved efficiently. Security in sharing the data 

among the group members is the main d ifficu lty the cloud 

computing. If the cloud becomes more trusted then the group 

members can have an easy track of data and the privacy can 

also be preserved depending upon the permission to access the 

data.  The proposed system also supports when the new users 

wants to access the data files before the participation on 

neither the cloud group nor contacting the owners of the data. 

Revocation user can be listed will the help of the novel 

revocation list. This can be achieved through the distribution 

of the key to new user alone instead of updating the entire 

group which includes the existing users also. The number of 

users who are revoked will not affect the overhead on the 

encryption and even the size.  Privacy in accessing the data 

and security of the stored data files ensures that any group 

member of the cloud can use the resources. Upon this when 

any dispute occurs in the cloud group the group manager will 

be provided with the authority to reveal the identity of the user 

who is the root cause for the failure or the dispute. 

 

ADVANTAGES  OF PROPOS ED S YSTEM 

 

 Data can be stored in the cloud and shared among the 

group members of the cloud.  

 Even the member who doesn’t belong to the cloud 

can also decrypt and download the data files from the 

cloud. 

 The number of the users those are revoked doesn’t 

affect the encrypted output cipher text size or 

complexity. 

 Revocation: Deprived of reallocating the keys which 

are private keys for the remain ing members of the 

cloud only the new user can be granted with the new 

key to be the part of the group 

 

PROBLEM S TATEMENT  

 

In the untrusted cloud the group members of the cloud can 

securely share the data among the rest of the group members. 

The proposed system is capable to share the data securely in 

the untrusted cloud efficiently. Specifically, the newly added 

group members are directly allowed to decrypt the data files 

uploaded prior to their participation. This can be achieved 

without contacting either data owner or the group manager.  

Revocation user can be listed will the help of the novel 

revocation list.  In order to do this updating the secret kays for 

the remaining group users is not required and only for the new  

User the keys will be allocated. The maintenance of the 

revocation list is periodic.  In the process of encryption, the 

on-costs of size along with the computation are defined 

constant irrespective of the number of users.  This project 

provides the security and the privacy in order to access the 

data on the cloud.  If there is a dispute among the group, the    

only person who can reveal the identity is the group manager. 
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OBJECTIVE 

Data can be stored in the cloud and shared among the group 

members of the cloud. Even the member who doesn’t belong 

to the cloud can also decrypt and download the data files from 

the cloud. The number of the users those are revoked doesn’t 

affect the encrypted output cipher text size or complexity.  

Deprived of reallocating the keys which are private keys for 

the remain ing members of the cloud, only the new user can be 

granted with the new key to be the part of the group. 

 

III. RELATED WORK 

 

From the paper “Mona: secure multi-owner data sharing for 

dynamic groups in the cloud” the methodology that has 

extracted to the proposed system is securing the data that are 

shared in the group on cloud with the factor of privacy. The 

result of this analysis  yields without updating  the  keys  

which  is  kept  secret  of  the  remaining  members  of  the  

group, the user revocation can be achieved. The result 

concluded from this analysis is that in the cloud group the data 

sharing is done with considering the security and even the 

privacy can be provided. The journal “Advance secure multi-

owner data sharing in the dynamic groups of the clouds 

infrastructure”.  

 

The methodology included  is  the  maintenance  of  the  group  

manager  when there  is  a  risk  comes  up  as  when  there  is  

a  failu re  in  the  group  manager  then  the  backup group 

manager scenario comes into picture. This yields the backup 

group manager to achieve the availability of the service.  In  

the  proposal  of  “Improving  data  security  using  attribute 

based  broadcast  encryption  in  cloud  computing”.  The 

methodology included is the private key is used to encrypt the 

PHR and will be stored in the cloud. The analysis on this 

produces security  in  the  personal  health  data  that  are  

stored  in  the  based  broadcast  encryption techniques. The 

result of the analysis gives attribute based broadcast 

encryption technique. In reference  to  three  level  security  

systems  for  dynamic  group  in  cloud  2013,  the  analysis 

includes the Image based authentication which consists of 3 

levels of security.  

 

The first level is composed of simple text based password.  

Similarly in the second stage from the grid of images one has 

to select an image and the third level includes security system 

will generate password which is of type numeric, that validates 

the login session. Thus it provides  2 level security systems for  

the  cloud to efficiently share the data  in the cloud  between 

the  group members  on  the  cloud.  In  the  proposal  of  “A  

novel  multi  owner  data  sharing  group  key protocol 2013”, 

the analysis on the user revocation list is  carried out by  the 

group manager. Group  manager  handles  the  processes  for  

user  registration,  key distribution,  generation  of system 

parameter  and if in case of any disputes arises in the group the 

group manager can reveal  the  real  identity.  In  the  scheme  

of  user  revocation  for  the  cloud  group  in  the  cloud 2014,  

the  approach  dynamic  broadcast  encryption  technique.  It 

entails  the  KEM-DEM practice, encryption broadcasting is 

considered as the arrangement of the encapsulation of the 

particular keys which is known as broadcast KEM along with 

the implicit encryption which is symmetric known as DEM.  

This accomplishes Elliptical curve cryptography is used wide 

spread security. The key is very small in this ECC algorithm 

when compared to the other encryption algorithms. In the 

outline of the proposal security mechanism for group 

communicat ion in cloud 2014, the key generation each 

uploaded files are in encrypted format while uploading in the 

server itself and the key will be provided as a one-time 

password. This illustrates the efficient usage of DES 

algorithm.  In the proposal of   Achieving secure, scalable and 

better manner of data access that is controlled in cloud 

computing 2010 the major factor is encryption based upon the 

attribute that results in the encryptor that encrypts the set of 

attributes consisting of messages to the corresponding public 

key attribute. An access structure will be assigned to every 

users of the group.  In the plan sharing the data in  the secure 

manner for the cloud groups for which the number of users 

will be varying, secure multi-owner data sharing can be noted. 

Deprived of reallocating the keys which are private keys for 

the remain ing members of the cloud, only the new user can be 

granted with the  new  key  to  be  the  part  of  the  group.  

This concludes the secure data sharing system, security and 

privacy can be achieved in the data sharing phenomenon. 

 

IV. SYSTEM MODEL 

 

The cloud computing can be illustrated by considering the 

organization that uses that cloud. In the cloud the organization 

provides the staff members to store  their  data  which  belongs  

to  the  same  group  or  they  may  be  belongs  to  the  same 

department in order to share the data files. 

 

 Cloud managers group – organization manger  

 A huge number of cloud group members – staff 

members. 

Are the two units considered here? 

 

This can be illustrated in the Figure 4.1. 

 
 Figure.4. System Architecture 

 

CSP effectively operates the cloud. This also offers the storage 

facilit ies for price.  Group Manager  is responsible for  the  

registration of the new users, system parameter, revocation of 

the  users  and  in  case  of  any  d isputes  in  the  group  

members  the  group  manager  has  the authority to reveal the 

real identity. 

 

SYSTEM FLOW DIAGRAM 
 

The role of the user of the cloud is determined whether he is a 

group member or the group manager.  If  he  is  a  group  

manager  he  has  a  privilege  to  activate  or  deactivate  the  

group member account and also provided with the permission 

to view the group details. If in  case the  user  is  a   group  

member  he  can  login  using  his  credentials  and  the  group  

signature  is verified.  Upon  the  successful  verification  he  
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is  allowed  to  do  the  file  operations  such  as upload, 

download and delete. 

 
Figure.4. S ystem Flow Diagram 

 

V. IMPLEMENTATION 

 

MODULES : 

 

The following are the major modules in the proposed system 

 Group manager module. 

This takes in charge of the following  

 

 

 

 

It is assumed the group leader is entirely trusted. Group 

manager acts as the administrator. Group manager contains all 

the records of all the individual processes. The major job of 

the group manager is to register the new user to the cloud and 

revocation of users also. 

 Group signature module. 

This  system  provides  any  group  member  mandatorily  put  

a  signature  for  the  messages whenever there is a need to 

keep their identity in hidden from verifier that is nothing but 

the group manager.  Apart from it, the group manager has the 

authority to reveal the signature originator identity when the 

dispute occurs in the group. This is designated as 

“traceability”. 
 

 Group member module. 

The registered user to the group in the cloud are provided with 

the privilege as follows: 

 Allowed to store the data on the cloud storage  

 Share the stored data between the remain ing users of the 

cloud group. Group  can  be  called  as  dynamic  because  

there  will  be  a   change  of  the  staff  in  the organizat ion like 

existing staff member resignation and also when the new staff 

member gets appointed to the organization. The group 

member will be provided with permission in order to change 

the data files which are stored in the cloud group.  Everyone in 

the group has the provision to access  the data files in  the group 

and modify them.   
 

 Cloud module. 

Here,  a  cloud  from  the  vendor  is  purchased  that  offer  

abundant  storage  service.  Users are allowed to upload the 

data file to the group in the cloud.  The storage safety in the 

cloud can be attained. When compared to CSP the cloud is 

less trusted by the users hence there is a less user confidence 

in the cloud systems. It means the cloud cannot delete the data 

file or modify the contents in the data files.  Instead  the  cloud  

will  learn  the  data  content  in  the  data  file which is stored 

in the cloud which also includes the identities of the users. 

 File Security Module  

 

has  created  the  data  file  has  the permission to delete the 

file from the cloud group. 

 User Revocation Module  

There will a public revocation list which is considered by the 

group manager, depending on which the group manager 

assigns the permissions for the group members in order to 

encrypt the data. It also ensures that the confidentiality can be 

achieved against revoked users. 
 

IV. CONCLUS ION 
 

Data is shared among the group members of the cloud.  Even 

the privacy of the user can be preserved.  From this the 

revocation of the users and the new user registration are also 

supported efficiently.  There  will  a  public  revocation  list  

which  is  considered  by  the  group  manager, depending on 

which the group manager assigns the permissions for the 

group members in order to encrypt the data. It also ensures 

that the confidentiality can be achieved against users who are 

revoked from the access of the cloud data. Strict security is 

applied to the data to be stored on the cloud as well to the keys 

which is used to encrypt, decrypt and verify the user using 

different algorithms. Moreover, the computation cost as well 

as the overhead on the storage will be reduced. 
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